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ICT
Note
Introduce yourself and the program. Talk about the Training Suite as a set of workshops designed by Ministry of Transport and Communications Cyber Safety Team to serve Students, Parents and Teachers. Highlight the need to spread the knowledge about safe and unsafe behavior online in school communities. Make it a brief introduction but remember to introduce yourself and the Ministry of Transport and Communications. If you are a parent too – mention it. Some of the parents will like the fact you have similar experience.
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Cyber Safety – Definition 

Cyber Safety – Safe and responsible use of Information and Communication Technologies 

ICT
Note
This is a slide where you have an opportunity to introduce cyber safety. First bullet point describes what cyber safety is. examples: safe browsing of websites, guarding your passwords, talking online only to people you know.Second bullet point is about the principles of cyber safety. For us as parents this means:Being confident and convincing others that IT is good for children when they know how to use it safely, Making our children aware of the fact that there are dangers but there are also ways to avoid them, Exploring privacy settings, parental controls and different software that can help us protect ourselves and our families onlineTaking part in different events organized to raise cyber safety awareness – either as participants or as organizers (for example for local community)Ref: http://www.cybersafety.org.nz/kit/welcome/cybersafety.html Cybersafety is the safe and responsible use of Information and Communication Technologies (ICT). NetSafe's approach to cybersafetyis founded on: Maintaining a positive approach about the many benefits brought by technologies. Encouraging the public to identify the risks associated with ICT.
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Cyber Safety – Basic principles 

  

Spreading a positive approach towards technology 

Encouraging people to learn about the risks connected with ICT use and find ways to protect 

themselves convince them! 

Finding ways to protect yourself and other IT users 

Participating in workshops, lectures and events connected to cyber safety  

 

ICT
Note
This is a slide where you have an opportunity to introduce cyber safety. First bullet point describes what cyber safety is. examples: safe browsing of websites, guarding your passwords, talking online only to people you know.Second bullet point is about the principles of cyber safety. For us as parents this means:Being confident and convincing others that IT is good for children when they know how to use it safely, Making our children aware of the fact that there are dangers but there are also ways to avoid them, Exploring privacy settings, parental controls and different software that can help us protect ourselves and our families onlineTaking part in different events organized to raise cyber safety awareness – either as participants or as organizers (for example for local community)Ref: http://www.cybersafety.org.nz/kit/welcome/cybersafety.html Cybersafety is the safe and responsible use of Information and Communication Technologies (ICT). NetSafe's approach to cybersafetyis founded on: Maintaining a positive approach about the many benefits brought by technologies. Encouraging the public to identify the risks associated with ICT.
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Cyber Safety – Useful vocabulary 

Digital fingerprint – a mark you leave on the 

Internet each time you use it 

 

Online reputation – the opinion about 

yourself you build online 

 

Cyber bullying – insulting or being mean to 

other people on the Internet or via mobile 

phone 

Privacy settings – settings that allow you to 

manage personal information you put online 

 

Parental controls – settings that enable 

parents to restrict what their children see or 

use online 

ICT
Note
Tell parents this is the vocabulary on which the whole Training Suite was built and they now have the opportunity to get familiar with it so that when the workshops for students will be introduced in their children’s school they will already know the content and they will therefore be able to discuss cyber safety issues with their children. EXAMPLES: Digital fingerprint – someone downloading a movie from the internet can be caught as the IP number of their computer can be identified; Online reputation – when we as responsible adults go online we do not put all our personal data everywhere and we are very careful with what we post as we have to think what opinion about us would it build; Cyber bullying – takes place when for example one child is aggressive towards another one verbally via facebook posts or threatening via email, laughing at someone via IM etc.; Privacy settings – there is a tab i.e. in all social networks where you can limit the amount of your information you want to be visible, i.e. you can hide the year of your birth or your home address; Parental control – this is another useful tab; you can limit your child’s access to different services, i.e. you can decide that your children are only allowed to use certain service or they are banned from using some other service;
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Cyber Safety – Did you realize? 

Some people: 

Lie 

  

Argue 

 

Talk with strangers 

 

Commit crimes 

 

Bully others 

 

Constantly find new ways of 

misbehaving 

ONLINE 

ICT
Note
Parents will probably ask for examples as people rarely believe it is all true… EXAMPLES: some young children lie about their birth date to get access to Facebook (you have to be at least 13 to use it), a lot of students argue via IM and then it affects their relations in real life it is very popular to talk to strangers online in chatrooms or as part of different online games, this is not totally wrong but there are some rules that need to be introduced (it’s wrong to give your personal data to such “friends”, no meetings should be arranged without adults’ approval) downloading movies and music IS a crime! sometimes students bully a classmate for example by ostracizing him/her on facebook finding new ways of misbehaving is an “automated process”, internet is changing, the devices are changing, children have more opportunities to intentionally or unintentionally break different rules (i.e. only recently idosers became very popular among young people; idosers are mp3 files with sound of two different frequencies being delivered to your ears via headphones; the effects of some of them are told to be similar to drugs); cheap, legal and available as no one has started taking a closer look at it yet;
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Cyber Safety – Safety online? 

What is cyber safety? 

Why do we need it? 

Why do people do things that are not safe? 

Who is responsible for maintaining cyber safety in a school? 

Lets Do it! 

  

ICT
Note
Encourage participants to answer those questions. If they are not willing to answer – tell them. Cyber safety is the safe and responsible use of information and communication technologies. In other words this means staying safe when using different devices to interact with others (mobile phones, tablets, PCs etc.). Cyber safety organizes our knowledge about the rules of cyber space. Cyber safety rules help us enjoy online activities without fear or shame; All IT users are responsible for cyber safety. In a school the IT staff is involved in ensuring cyber safety but the whole school community should be involved in maintaining it, making others aware of it and reporting in  cases when someone is breaking cyber safety rules.
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Cyber Safety – So, what do we do? 

Teach 

Guide 

Give ideas 

Warn 

Protect 

  

Not only the children, but the whole community 

ICT
Note
As parents we have certain duties in this fast changing world. First of them is teaching. And this is not only about teaching specific skills but life in general. We should also guide –facilitate, give directions, model behavior, show ways of correcting mistakes. As modern parents we also want to inspire – give ideas, not just do things for our children or with our children – we want to trigger their curiosity and urge to explore. To be able to do all that we shouldn’t forget about one issue – protection. We have to protect our children whenever we know there are some dangers. When we introduce cyber safety we can gradually reduce the level of protection as the children will develop their own responsibility and ability to make right choices online but as parents we have to stay alerted – stay up-to-date with IT news and be aware of the online activities of our children.
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Thank you 

For more information, 

please contact us at info@safespace.qa 

ICT
Note
Closing slide – you can leave it on when participants approach you to ask additional questions or exchange contact details.




